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EMC Information

FEDERAL COMMUNICATIONS COMMISSION INTERFERENCE 
STATEMENT 
This equipment has been tested and found to comply with the limits for a Class 
A digital device, pursuant to Part 15 of the FCC Rules. These limits are 
designed to provide reasonable protection against harmful interference when 
the equipment is operated in a commercial environment. This equipment 
generates, uses, and can radiate radio frequency energy and, if not installed and 
used in accordance with the instruction manual, may cause harmful 
interference to radio communications. Operation of this equipment in a 
residential area is likely to cause harmful interference in which case the user 
will be required to correct the interference at his own expense.
The device complies with Part 15 of the FCC Rules. Operation is subject to the 
following two conditions: (1) this device may not cause harmful interference, 
and (2) this device must accept any interference received, including 
interference that may cause undesired operation.

FCC Caution 
Any changes or modifications not expressly approved by the party responsible 
for compliance could void the user's authority to operate this equipment.

Warning
Operation of this equipment in a residential environment could cause radio 
interference. 

Achtung
Der Gebrauch dieses Geräts in Wohnumgebung kann Funkstörungen 
verursachen.

KCC Statement
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Industry Canada Statement
This Class A digital apparatus complies with Canadian ICES-003.

RoHS
This product is RoHS compliant.

About This Manual

This manual is provided to help you get the most out of your KVM over IP 
Switch. It covers all aspects of the device, including installation, configuration, 
and operation

The KVM over IP Switch models covered in this user manual include:

An overview of the information found in the manual is provided below.

Chapter 1, Introduction, introduces you to the KVM over IP Switch, its 
purpose, features and benefits, with its front and back panel components 
described.

Chapter 2, Hardware Setup, provides step-by-step instructions for setting 
up the KVM over IP Switch

Models Product Names

KN1132V 1-Local / 1-Remote Access 32-Port Multi-Interface Cat 5 KVM over IP Switch

KN2116VA 1-Local / 2-Remote Access 16-Port Multi-Interface Cat 5 KVM over IP Switch

KN2124VA 1-Local / 2-Remote Access 24-Port Multi-Interface Cat 5 KVM over IP Switch

KN2132VA 1-Local / 2-Remote Access 32-Port Multi-Interface Cat 5 KVM over IP Switch

KN2140VA 1-Local / 2-Remote Access 40-Port Multi-Interface Cat 5 KVM over IP Switch

KN4116VA 1-Local / 4-Remote Access 16-Port Multi-Interface Cat 5 KVM over IP Switch

KN4124VA 1-Local / 4-Remote Access 24-Port Multi-Interface Cat 5 KVM over IP Switch

KN4132VA 1-Local / 4-Remote Access 32-Port Multi-Interface Cat 5 KVM over IP Switch

KN4140VA 1-Local / 4-Remote Access 40-Port Multi-Interface Cat 5 KVM over IP Switch

KN4164V 1-Local / 4-Remote Access 64-Port Multi-Interface Cat 5 KVM over IP Switch

KN8116V 1-Local / 8-Remote Access 16-Port Multi-Interface Cat 5 KVM over IP Switch

KN8132V 1-Local / 8-Remote Access 32-Port Multi-Interface Cat 5 KVM over IP Switch

KN8164V 1-Local / 8-Remote Access 64-Port Multi-Interface Cat 5 KVM over IP Switch
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Chapter 3, Super Administrator Setup, explains the procedures that the 
super administrator employs to set up the KVM over IP Switch network 
environment, and changing the default username and password.

Chapter 4, Logging In, describes how to log in to the KVM over IP Switch 
with each of the available access methods: from a local console, an Internet 
browser, a standalone Windows application (AP) program, and a standalone 
Java application (AP) program.

Chapter 5, The User Interface, describes the layout and components of 
the KVM over IP Switch user interface.

Chapter 6, Port Access, describes the Port Access page and how to 
configure the options it provides regarding port and power outlet management.

Chapter 7, User Management, shows super administrators and 
administrators how to create, modify, and delete users and groups, as well as 
assign attributes to them.

Chapter 8, Device Management, shows super administrators how to 
configure and control the overall KVM over IP Switch operations.

Chapter 9, Log, explains how to view, clear and export event log 
information, and how to set up event notification for the KVM over IP Switch.

Chapter 10, Maintenance, explains how to upgrade the KVM over IP 
Switch firmware, as well as the firmware of the KVM Adapter Cables used to 
connect its ports to the installed devices.

Chapter 11, Download, describes how to download standalone AP 
versions of the Win Client, the Java Client, and the Log Server programs.

Chapter 12, Port Operation, provides detailed information on accessing 
and operating the devices connected to the KVM over IP Switch’s ports.

Chapter 13, The Log Server, explains how to install and configure the 
Log Server.

Appendix, Provides technical and troubleshooting information at the end of 
the manual.
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Conventions
This manual uses the following conventions:

Terminology
Throughout the manual, the terms Local and Remote are used in regard to the 
operators and equipment deployed in a KVM over IP Switch installation. 
Depending on the point of view, users and servers can be considered Local 
under some circumstances, and Remote under others:
 Switch’s Point of View
 Remote users — Someone who logs in over the net from a location that 

is remote from the switch.
 Local Console — The keyboard, mouse, and monitor connected 

directly to the switch.
 User’s Point of View
 Local client users — Someone who’s sitting at his computer 

performing operations on the servers connected to the switch that is 
remote from him.

 Remote servers — Servers that are remote from the local client user.

Monospaced Indicates text that you should key in.

[ ] Indicates keys you should press. For example, [Enter] means 
to press the Enter key. If keys need to be chorded, they appear 
together in the same bracket with a plus sign between them: 
[Ctrl+Alt].

1. Numbered lists represent procedures with sequential steps.

♦ Bullet lists provide information, but do not involve sequential 
steps.

> Indicates selecting the option (such as on a menu or dialog 
box), that comes next. For example, Start > Run means to 
open the Start menu, and then select Run.

Indicates critical information.
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Package Contents

The standard KVM over IP Switch package consists of:

1 KVM over IP Switch (KN2116VA / KN4116VA / KN2124VA / 
KN4124VA / KN1132V / KN2132VA / KN4132VA / KN8132V / KN2140VA 
/ KN4140VA / KN4164V / KN8164V / KN8116V)

2 Lok-U-Plugs

1 Lok-U-Plug Installation Tool

2 power cords

1 mounting kit

1 foot pad set (4 pcs)

2 SA0142 Serial Adapters (KN2116VA / KN4116VA / KN1132V /  
KN2132VA / KN4132VA / KN8132V / KN4164V / KN8164V / KN8116V 
only) 

1 user instructions*

* Features may have been added since this manual was released. Please visit 
our website to download the most up to date version of the manual.

Check to make sure that all of the components are present and in good order. 
If anything is missing, or was damaged in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation 
procedures carefully to avoid any damage to the KVM over IP Switch or any 
other devices on the installation.

Product Information

For information about all ATEN products and how they can help you connect 
without limits, visit ATEN on the Web or contact an ATEN Authorized 
Reseller. Visit ATEN on the Web for a list of locations and telephone numbers:

International http://www.aten.com

North America http://www.aten-usa.com

http://eservice.aten.com
http://www.aten-usa.com
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User Information

Online Registration
Be sure to register your product at our online support center:

Telephone Support
For telephone support, call this number:

User Notice
All information, documentation, and specifications contained in this manual are subject 
to change without prior notification by the manufacturer. The manufacturer makes no 
representations or warranties, either expressed or implied, with respect to the contents 
hereof and specifically disclaims any warranties as to merchantability or fitness for any 
particular purpose. Any of the manufacturer's software described in this manual is sold 
or licensed as is. Should the programs prove defective following their purchase, the 
buyer (and not the manufacturer, its distributor, or its dealer), assumes the entire cost of 
all necessary servicing, repair and any incidental or consequential damages resulting 
from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV interference 
caused by unauthorized modifications to this device. It is the responsibility of the user 
to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation of this 
system if the correct operational voltage setting was not selected prior to operation. 
PLEASE VERIFY THAT THE VOLTAGE SETTING IS CORRECT BEFORE USE.

International http://eservice.aten.com 

International 886-2-8692-6959

China 86-400-810-0-810

Japan 81-3-5615-5811

Korea 82-2-467-6789

North America 1-888-999-ATEN ext 4988
1-949-428-1111
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Battery Safety Notice
 There is a risk of explosion if the battery is replaced with an 

incorrect type. Dispose of used batteries according to the 
relevant instructions.

Batterie avis de sécurité
 Il existe un risque d'explosion si la batterie est remplacée par 

un incorrect tapez. Jeter les piles usagées selon la pertinente 
instructions.
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3. Position the device in the front of the rack and align the holes in the 
mounting brackets with the holes in the rack.

4. Screw the mounting brackets to the rack.

Note: Cage nuts are provided for racks that are not pre-threaded.
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Rack Mounting - Rear
To mount the unit at the rear of the rack, do the following:

1. Remove the two screws at the rear of the unit.

2. Use the M3 x 8 Phillips head hex screws supplied with the rack mounting 
kit to screw the rack mounting brackets into the rear of the unit.

Phillips head hex
M3 x 6
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3. Position the device in the rack and align the holes in the mounting brackets 
with the holes in the rack.

4. Screw the mounting brackets to the rear of the rack.

Note: Cage nuts are provided for racks that are not prethreaded.
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KN2124VA / KN4124VA / KN2140VA / KN4140VA 
Single-Stage Installation

In a single-stage installation, no additional switches are cascaded from the 
original switch. To set up a single-stage installation, refer to the installation 
diagrams starting on page 27 (the numbers in the diagram correspond with the 
numbers of the instruction steps), and do the following:

1. Plug your Local Console’s keyboard, monitor, and mouse into the unit’s 
Console Ports. Each port is color coded and marked with an icon. 

Note: 1. USB keyboards and mice can plug into the USB ports on the front 
panel, as well as into the ports in the console port section.

2. The KVM over IP switch does not support distances that exceed 
20 m between itself and the local monitor.

2. Use Cat 5e cable to connect any available KVM port to a KVM Adapter 
Cable that is appropriate for the server you are installing (see the table on 
page 10 for details).

Note: 1. If you are using a KA7120 or KA7130 Adapter Cable, refer to 
page 291 for mouse pointer synchronization information.

2. If you are using a KA7140 Adapter Cable, refer to page 285 for 
setup and operation information.

3. The distance between the switch and the KVM Adapter Cable 
must not exceed these lengths: KA7140: 300 m; KA71xx: 50 m.

3. Plug the connectors on the KVM Adapter Cable into the appropriate ports 
of the server you are installing. (See Adapter Cable Connection Diagram, 
page 32.)

4. Plug a cable from the LAN or WAN into the KVM over IP switch’s 
primary network interface socket.

5. (Optional) Plug another cable from the LAN or WAN into the KVM over 
IP switch’s backup (secondary) network interface socket.

6. Ground the switch using proper grounding wire to connect the switch’s 
grounding terminal to a suitable grounded object.

Note: Do not omit this step. Proper grounding helps to prevent damage to 
the unit from surges or static electricity.
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7. Plug the power cords supplied with your package into the switch’s power 
socket, and then into an AC power source.
When using a single power socket, be sure to turn on the correct power 
switch (see power switch, page 19). When using both power sockets, 
either of the power switches can be used to turn on the KVM switch. To 
enable dual power, turn on both power switches.

Note: If you are connecting the power to a UPS or an ATEN PN9108/
PN0108, be sure to use the utility power cords supplied with your 
package instead of standard power cords.

8. After the KVM over IP switch is cabled up, you can turn on the power. 
After it is powered up, you can turn on the servers.

Single-Stage Installation Diagram

Note: The diagram above shows an installation with the KN2124VA. 
Installing other KN Series switches is same with the only difference 
being that they provide additional KVM ports. 
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KN2116VA / KN4116VA / KN1132V / KN2132VA / 
KN4132VA / KN8132V / KN4164V / KN8164V / 
KN8116V Single-Stage Installation

In a single-stage installation, no additional switches are cascaded from the 
original switch. To set up a single-stage installation, refer to the installation 
diagrams starting on page 31 (the numbers in the diagram correspond with the 
numbers of the instruction steps), and do the following:

1. Plug your Local Console’s keyboard, monitor, and mouse into the unit’s 
Console Ports. Each port is color coded and marked with an appropriate 
icon. 

Note: 4. USB keyboards and mice can plug into the USB ports on the front 
panel, as well as into the ports in the console port section.

5. The KVM over IP switch does not support distances that exceed 
20m between itself and the local monitor.

2. Use Cat 5e cable to connect any available KVM port to a KVM Adapter 
Cable that is appropriate for the server you are installing (see the table on 
page 10 for details).

Note: 1. If you are using a KA7120 or KA7130 Adapter Cable, refer to 
page 291 for mouse pointer synchronization information.

2. If you are using a KA7140 Adapter Cable, refer to page 284 for 
setup and operation information.

3. The distance between the switch and the KVM Adapter Cable 
must not exceed these lengths: KA7140: 300m; KA71xx: 50m.

3. Plug the connectors on the KVM Adapter Cable into the appropriate ports 
of the server you are installing. (See Adapter Cable Connection Diagram, 
page 32.)

4. Plug a cable from the LAN or WAN into the KVM over IP switch’s 
primary network interface socket.

5. (Optional) Plug another cable from the LAN or WAN into the KVM over 
IP switch’s backup (secondary) network interface socket.

6. (Optional) Use Cat 5e cable to connect the KVM over IP switch’s PON 
port to an SA0142 Adapter. Connect the Adapter to the PON IN port of a 
Power Over the Net™ unit.
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Note: 1. For Power Over the Net™ units and Power Distribution Units, go 
to Device Management/OOBC/Console Port Settings of the GUI 
and select a Baud Rate of 38400 bps.

2. Make sure the CC Management function is disabled for both the 
KN and PN.

3. The PON unit shown in the example is the PN0108. See 
Supported Power Over the Net™ Units and Supported Power 
Distribution Units, page 303, for a list of suitable units.

7. (Optional) Use Cat 5e cable to connect the KVM over IP switch’s Serial 
port to an SA0142 Adapter. Connect the Adapter’s serial connector to a 
serial device or a modem’s DB-9 port (see Operating Mode on page 171 
for details to configure the COM port for the connected device).

8. Ground the switch using proper grounding wire to connect the switch’s 
grounding terminal to a suitable grounded object.

Note: Do not omit this step. Proper grounding helps to prevent damage to 
the unit from surges or static electricity.

9. Plug the power cords supplied with your package into the switch’s power 
socket, and then into an AC power source.
When using a single power socket, be sure to turn on the correct power 
switch (see power switches on page 17). When using both power sockets, 
either of the power switches can be used to turn on the KVM switch. To 
enable dual power, turn on both power switches.

Note: If you are connecting the power to a UPS or an ATEN PN9108/
PN0108, be sure to use the utility power cords supplied with your 
package instead of standard power cords.

10. After the KVM over IP switch is cabled up you can turn on the power. 
After it is powered up, you can turn on the servers.
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Single-Stage Installation Diagram

Note: The diagram above shows an installation with the KN8132V. Installing 
other KN8 Series switches is same as the KN8132V and only differs in 
that it provides additional KVM ports. 
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Adapter Cable Connection Diagram
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Adapter Cable Connection Diagram cont.

KA7166
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KA7169

KA7178

KA7189
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Two-Stage Installation

To control even more servers, up to 16/32 additional KVM switches can be 
cascaded from the KVM ports of the original KVM over IP switch. As many 
as 384 servers (KN2124VA / KN4124VA) or 512 servers (KN2116VA / 
KN4116VA / KN1132V / KN2132VA / KN4132VA / KN8132V / KN2140VA 
/ KN4140VA / KN4164V / KN8164V / KN8116V) can be controlled in a 
complete two-stage installation.

In this cascaded installation, the KVM over IP switch is considered the First 
Stage unit, and the cascaded switches are considered Second Stage units.

Note: The cascaded KVM switch shown in the example is the KH1516A. 
See Supported KVM Switches, page 303, for a list of other switches.

To set up a two-stage installation, refer to the diagram on page 35, and do the 
following:

1. Make sure that power to all the devices you will be connecting, including 
all preexisting devices on the installation, are properly grounded and have 
been turned off.

2. Use Cat 5e cable to connect any available KVM Port on the First Stage 
unit (the KVM over IP switch) to a KVM Adapter Cable (as described 
under KVM Adapter Cables, page 10).

3. Plug the adapter cable’s KVM connectors to the Keyboard, Video, and 
Mouse Console ports of the Second Stage unit.

Note: The distance between the First Stage unit and the Second Stage unit 
must not exceed 40 m or 50 m based on the KVM adapter cable 
used.

4. Use KVM cable sets (as described in the Cables section of the cascaded 
KVM switch’s User Manual), to connect any available KVM port on the 
Second Stage unit to the Keyboard, Video, and Mouse ports of the servers 
you are installing.

5. Plug the power cord that came with the cascaded KVM switch into its 
Power Socket, and then into an AC power source.

6. Repeat these steps for any additional Second Stage units you wish to 
connect.

7. Power on the Second Stage unit(s), then power on the First Stage unit.

8. Turn on the power to all the servers.
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Note: The Power On sequence requires that all Second Stage switches be 
powered on first. After all Second Stage switches are powered on, 
the First Stage switch can be powered on. After all the switches are 
powered on, the servers can be powered on.

Two-Stage Installation Diagram

Note: The diagram above shows an installation with the KN2140VA. 
Installing other KN Series switches is same with the only difference 
being that they provide fewer KVM ports. 
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Two-Stage Installation with CM1164A & CM1284

The KVM over IP Switches can be cascaded from a single CM1164A or 
CM1284 for a locally centralized control up to 4 KVM over IP Switches 
(KN2124VA / KN4124VA/KN2116VA / KN4116VA / KN1132V / 
KN2132VA / KN4132VA / KN8132V / KN2140VA / KN4140VA / KN4164V 
/ KN8164V / KN8116V) in a complete two-stage installation.

In this cascaded installation, the CM1164A or CM1284 is considered the First 
Stage unit, and the cascaded KVM over IP switchs are considered the Second 
Stage units.

To set up a two-stage installation, refer to the diagram on page 37, and do the 
following:

1. Make sure that power to all the devices you will be connecting, including 
all preexisting devices on the installation, are properly grounded and have 
been turned off.

2. Plug your DVI display into the Console DVI Single Link Port,and then 
plug your USB keyboard and USB mouse into the USB Console Ports. All 
the ports are located on the CM1164A or CM1284’s rear panel. 

3. Use a DVI to DVI cable, and a USB Type-B to USB Type-A cable to 
connect to any available DVI port in the KVM Ports of CM1164A or 
CM1284 (CPU 1, CPU 2, etc), and then connect the other end of the cable 
to the Local Console Ports located on the rear panel of the second stage 
KVM over IP Switches.

Note: 1. The distance between the First Stage unit and the Second Stage 
unit must not exceed 40 m or 50 m based on the KVM adapter 
cable used.

2. A DVI to HDMI adapter is required for the KVM over IP 
Switches in a complete two-stage installation with the CM1284.

4. Use KVM cable sets (as described in the Cables section of the cascaded 
KVM switch’s User Manual), to connect any available KVM port on the 
Second Stage unit to the Keyboard, Video, and Mouse ports of the servers 
you are installing.

5. Plug the power cord that came with the CM1164A and CM1284 into its 
Power Socket, and then into an AC power source.

6. Repeat steps 3, 4, and 5 for any additional Second Stage KVM over IP 
Switches you wish to connect.
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7. Power on the Second Stage unit(s), then power on the First Stage unit.

8. Turn on the power to all the servers.

Note: The Power On sequence requires that all Second Stage switches be 
powered on first. After all Second Stage switches are powered on, 
the First Stage switch can be powered on. After all the switches are 
powered on, the servers can be powered on.

Two-Stage Installation with CM1164A & CM1284 Diagram

Note: 1. The diagram above shows an installation with the CM1164A and 
KN2140VA. Installing other KN Series switches is same with the 
only difference being that they provide fewer KVM ports. 

2. Installing the KN Series switches with the CM1284 is the same with 
the only difference being that CM1284 uses HDMI interface. A DVI 
to HDMI adapter is required for the KVM over IP Switches in a 
complete two-stage installation with the CM1284.
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Channel Forwarding

These KN Series switches can utilize KA7178 adapters to connect a server to 
two KVM switches to provide Channel Forwarding with redundancy. Channel 
Forwarding adds up to 8 additional remote connections to the server and 
redundancy in case a switch goes off-line. 

Use the diagram below to set up the KA7178 adapter and instructions on the 
next page to configure Channel Forwarding on both switches. 

KA7178

by ATEN

LINK

Primary

Secondary
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Configure Channel Forwarding
To set up Channel Forwarding, do the following:

1. Click the Maintenance tab.

2. Select Terminal on the menu bar.

3. Use the command line to configure Channel Forwarding on the primary 
and secondary KVM switch:

To enable Channel Forwarding on the primary switch, type:

setvchannelmode 1

To set the primary switches' IP address, on the secondary switch, type:

setforward [IP address] 
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PDU Installation

ATEN PDU products are intelligent Power Distribution Units that offer outlet 
level control combined with remote access to give IT administrators the ability 
to power control devices attached to the unit from practically any location via 
a TCP/IP connection. This section refers to the following KVM over IP 
switches: KN2116VA / KN4116VA / KN1132V / KN2132VA / KN4132VA / 
KN8132V / KN4164V / KN8164V / KN8116V.

Note: The PDU GUI shown in the example is the PE9216r. See Supported 
Power Distribution Units, page 303, for a list of other PDUs.

To set up a PDU in conjunction with compatible KVM over IP switches, refer 
to the images below and do the following:

1. Connect both the KVM over IP Switch and the PDU to your Ethernet 
switch.

2. In the PDU’s GUI, browse to Device Management, then to OOBC. In 
Console Port Settings, set the Baud Rate to 38400 bps.

3. Still in Device Management, browse to ANMS. In CC Management, 
uncheck Enable.
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4. Next, connect the PDU (Console PON IN) directly to the KVM over IP 
switch (PON).

5. Following this, using the KVM over IP switch GUI, browse to Device 
Management, then to ANMS. In Authentication, uncheck CC Management.

6. Finally, confirm that appropriate power management permission has been 
assigned. Browse to Port Access, then to Port Configuration. Select the 
relevant port number from the left tree menu.

Select Add (a power device).
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The power outlet permission will then be assigned to the port you selected, 
as shown below.
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Hot Plugging

KVM over IP switches support hot plugging – components can be removed and 
added back into the installation by unplugging and replugging cables from the 
ports without the need to shut the unit down. 

Note: If the server’s Operating System does not support hot plugging, this 
function may not work properly.

The Adapter ID Function
Adapter Cable information (the Adapter ID, port name, OS, keyboard 
language, and access mode) is stored on the adapter. The switch’s Adapter ID 
function takes this information and stores it along with the adapter cable’s 
configuration information (access rights, etc.) in its database. As a result, when 
you move a server together with its adapter cable from one port to another, you 
do not have to reconfigure its settings. Instead, the Adapter ID function restores 
them at the new location.

When moving the server and adapter cable to another switch, however, only the 
information that is stored on the adapter is retained. For the other settings, you 
must either reconfigure them or use the Backup/Restore function (see 
page 218) to restore them.

Since port settings are stored with the adapter, if you move a server to a new 
port without its original adapter; or if you connect a different server to the 
adapter, you must manually reconfigure the port settings for the new server. 
See Sidebar Utilities, page 116 for port configuration details.

Powering Off and Restarting

If it becomes necessary to power off the switch, or if the switch loses power 
and needs to be restarted, wait 30 seconds before powering it back on. The 
servers should not be affected by this, but if any of them should fail, simply 
restart them.



KVM over IP User Manual

44

Port ID Numbering

Each server on the installation is assigned a unique Port ID. Its Port ID is a one 
or two segment number that is determined as follows:
 A server attached to a First Stage unit has a one segment Port ID (from 1–

64) that corresponds to the KVM Port number that it is connected to.
 A server attached to a Second Stage unit has a two segment Port ID:
 The second segment (from 1–16), represents the KVM Port number on 

the Second Stage unit that the server is connected to.
 The first segment (from 1–64) represents the KVM Port number on the 

First Stage unit that the Second Stage unit links back to.

For example, a Port ID of 20 - 3 refers to a server that is connected to KVM 
Port 3 of a Second Stage unit that links back to KVM Port 20 of the First Stage 
unit:

Port Selection

Port selection is accomplished by means of the GUI. Port selection details are 
discussed in Chapter 6, Port Access.

Port 3

Port 20

ID = 20-3
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Chapter 3
Super Administrator Setup

Overview

This chapter discusses the administrative procedures that the Super 
Administrator performs to get the KVM over IP switch set up for the first time.

First Time Setup

Once the KVM over IP switch has been cabled up, the Super Administrator 
needs to set the unit up for user operation. This involves setting the network 
parameters, and changing the default Super Administrator login. The most 
convenient way to do this for the first time is from the local console.

Note: For remote methods of setting up the network, see IP Address 
Determination, page 276.

After the local console has been connected, and the KVM over IP switch turned 
on, a login prompt appears on the console monitor:

Since this is the first time you are logging in, use the default Username: 
administrator; and the default Password: password.

Note: For security purposes, the system will prompt you to change the login 
password. The password must be different from your login password.
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After you successfully log in, the Local Console Main Page appears:
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Network Setup
To set up the network, do the following:

1. Click the Device Management tab.

2. Select the Network tab.

3. Fill in the fields according to the information provided under Network, 
page 174.
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Changing the Super Administrator Login
To change the default Super Administrator Username and Password, do the 
following:

1. At the top of the screen, click the User Management tab.
The User Management page has a list of Users and Groups in the Sidebar 
on the left. Since this is the first time the page is being accessed, only the 
Super Administrator appears:
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2. Click administrator in the left panel.
The User Information page appears:

3. Change the Username and Password to something unique.

4. Enter the password again in the Confirm Password field to confirm it is 
correct.

5. Click Save.

6. When the dialog box informing you that the change completed 
successfully appears, click OK.

7. Click on another item on the Local Console Main Page, to close this page.



KVM over IP User Manual

50

Moving On

After setting up the network and changing the default Super Administrator 
password, you can proceed to other administration activities. These include 
User Management, Device Management, and Firmware Upgrade Maintenance.

These activities can be accomplished using any of the KVM over IP switch’s 
GUI utilities. These include the Local Console; the browser-based Windows 
ActiveX Viewer; the browser-based Java Client Viewer; the stand-alone 
Windows Client AP; and the stand-alone Java Client AP. Choose the approach 
that suits you best.

Note: Firmware Upgrade Maintenance cannot be performed from the local 
console. You must log in remotely with one of the KVM over IP 
switch’s other GUI utilities for this operation.
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Chapter 4
Logging In

Overview

KVM over IP switches can be accessed from a local console; an Internet 
browser; a Windows application (AP) program; and a Java application (AP) 
program.

No matter which access method you choose, the KVM over IP switch’s 
authentication procedure requires you to submit a valid username and 
password. If you supply invalid login information, the authentication routine 
will return an Invalid Username or Password, or Login Failed message. If you 
see this type of message, log in again with a correct username and password.

Note: If the number of invalid login attempts exceeds a specified amount, a 
timeout period is invoked. You must wait until the timeout period 
expires before you can attempt to log in again. See Login Failures, 
page 187 for further details.

Local Console Login

When the local console is attached and there is no user logged in, the KVM 
over IP switch’s login screen appears on the monitor:

Simply key in your valid Username and Password, then click Login to bring 
up the Local Console Main Page. The Local Console Main Page is similar to 
the Web Browser, WinClient and Java Client Main Pages. For a description of 
the Web Browser Main Page, see page 61.

Note: For security purposes, the system will prompt you to change the login 
password if this is the first time you are logging in as an administrator. 
The password must be different from your login password.
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Browser Login

KVM over IP switches can be accessed via an Internet browser running on any 
platform. To access the switch, do the following:

1. Open the browser and specify the IP address of the switch you want to 
access in the browser's location bar.

Note: For security purposes, a login string may have been set by the 
administrator (see page 191 for details). If so, you must include a 
forward slash and the login string along with the IP address when 
you log in. For example:

192.168.0.100/kn8164v
If you don't know the IP address and login string, ask your 
Administrator.

2. When a Security Alert dialog box appears, accept the certificate – it can be 
trusted. (See Trusted Certificates, page 294, for details.) If a second 
certificate appears, accept it as well.
Once you accept the certificate(s), the login page appears:

3. Provide your username and password (set by the administrator), then click 
Login to bring up the Web Main Page. For a discussion of the Web Main 
Page, see page 61.

Note: If you are the administrator and are logging in for the first time, use 
the default username (administrator) and the default password 
(password). For security purposes, the system will prompt you to 
change the login password. The password must be different from 
your login password.
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Windows Client AP Login

In some cases, the Administrator may not want the KVM over IP switch to be 
available via browser access. The Windows AP Client allows direct remote 
access to Windows systems users, without having to go through a browser 
(although you initially download the Windows AP Client program from the 
browser page – see Chapter 11, Download).

To connect to the KVM over IP switch, go to the location on your hard disk 
that you downloaded the Windows AP Client program to, and double-click its 
icon (WinClient.exe) to bring up the Windows Client Connection Screen:



KVM over IP User Manual

54

The Windows Client AP Connection Screen
A description of the Connection Screen is given in the following table:

Item Description

Menu Bar The Menu Bar contains two items: File and Help.
 The File Menu allows the operator to Create, Save, and 

Open user created Work files (see The File Menu, 
page 56).
 The Help Menu displays the WinClient AP version.

Server List Each time the WinClient.exe file is run, it searches the user's 
local LAN segment for KVM over IP switches, and lists 
whichever ones it finds in this box. If you want to connect to 
one of these units, double-click it. (See Connecting – 
Windows Client AP, page 55 for details.)
Note: 1. The switch will not appear in the list unless its 

Enable Device List configuration parameter has 
been enabled. See Operating Mode, page 171 for 
details.

2. Only units whose Access Port settings for Program 
(see Service Ports, page 175) match the number 
specified for Port in the Server area of this dialog 
box appear in the Server List window.

Server This area is used when you want to connect to a KVM over IP 
switch at a remote location. You can drop down the IP list box 
and select an address from the list. If the address you want 
isn't listed, you can key in the target IP address in the IP field, 
and its port number in the Port field. (If you don't know the 
port number, contact your Administrator.)
 When the IP address and Port number have been 

specified, click Connect. (See Connecting – Windows 
Client AP, page 55 for details.)
 When you have finished with your session and come back 

to this dialog box, click Disconnect to end the connection.

Message Panel Located just to the right of the Server panel, the Message 
panel lists status messages regarding the connection to the 
KVM over IP switch.

Switch to Remote View Once you have been authenticated (see Connecting – 
Windows Client AP, page 55 for details), this button becomes 
active. Click it to switch to the GUI Main Page. The GUI Main 
Page is described on page 64.
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Connecting – Windows Client AP
To connect to a KVM over IP switch do the following:

1. From the Server List box, double-click the device that you wish to 
connect to. 
– Or –
Specify its IP address and port number in the Server IP and Port input 
boxes.

2. Click Connect. 
The Login dialog box appears:

3. Key in a valid Username and Password, and then click OK.

4. Once you have been authenticated, the Switch to Remote View button 
becomes active. Click it to connect to the switch and bring up its GUI 
Main Page. For a description of the GUI Main Page, see page 48.
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The File Menu
The File Menu allows the operator to Create, Save, and Open user created 
Work files. A Work File consists of all the information specified in a Client 
session. This includes the Server List and Server IP list items, as well as the 
Hotkey settings.

Whenever a user runs the Client program, it opens with the values contained in 
the current work file. The current work file consists of the values that were in 
effect the last time the program was closed.

The File menu consists of the following items:

New Allows the user to create a named work file so its values will not 
be lost, and it will be available for future recall.

Open Allows the user to open a previously saved work file and use the 
values contained in it.

Save Allows the user to save the values presently in effect as the 
current work file.

Exit Exits the WinClient.
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Java Client AP Login

In those cases in which the Administrator does not want the KVM over IP 
switch to be available via browser access, but the local client users aren’t 
running Windows, the Java AP Client provides direct remote access to 
non-Windows systems users (although you initially download the Java AP 
Client program from the browser page – see Chapter 11, Download).

To connect to the KVM over IP switch, go to the location on your hard disk 
that you downloaded the Java AP Client program to, and double-click its icon 
(JavaClient.jar) to bring up the Java Client Connection Screen:
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The Java Client AP Connection Screen
A description of the Connection Screen is given in the following table:

Item Description

Server List Each time the JavaClient.jar file is run, it searches the User's 
local LAN segment for KVM over IP switches, and lists 
whichever ones it finds in this box. If you want to connect to 
one of these units, double-click it. (See Connecting – 
Windows Client AP, page 55 for details.)
Note: 1. The switch will not appear in the list unless its 

Enable Device List configuration parameter has 
been enabled. See Operating Mode, page 171 for 
details.

2. Only units whose Access Port settings for Program 
(see Service Ports, page 175) match the number 
specified for Port in the Server area of this dialog 
box appear in the Server List window.

Server This area is used when you want to connect to a KVM over IP 
switch at a remote location. You can drop down the IP list box 
and select an address from the list. If the address you want 
isn't listed, you can key in the target IP address in the IP field, 
and its port number in the Port field. (If you don't know the 
port number, contact your Administrator.)
 When the IP address and Port number have been 

specified, click Connect. (See Connecting – Windows 
Client AP, page 55 for details.)
 When you have finished with your session and come back 

to this dialog box, click Disconnect to end the connection.

Message Panel Located just to the right of the Server panel, the Message 
panel lists status messages regarding the connection to the 
KVM over IP switch.

Switch to Remote View Once you have been authenticated (see Connecting – 
Windows Client AP, page 55 for details), this button becomes 
active. Click it to switch to the GUI Main Page. The GUI Main 
Page is described on page 64.
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Connecting – Java Client AP
To connect to a KVM over IP switch do the following::

1. From the Server List box, double-click the device that you wish to 
connect to. 
– Or –
Specify its IP address and port number in the Server IP and Port input 
boxes.

2. Click Login
The Login dialog box appears:

3. Key in a valid Username and Password, and then click OK.

4. Once you have been authenticated, the Remote View button becomes 
active. Click it to connect to the switch and bring up its GUI Main Page. 
For a description of the GUI Main Page, see page 48.
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Chapter 5
The User Interface

Overview

Once you have successfully logged in, the KVM over IP switch’s user interface 
Main Page appears. The look of the page varies slightly, depending on which 
method you used to log in. Each of the interfaces is described in the sections 
that follow.

The Web Browser Main Page

To ensure multi-platform interoperability, access to the KVM over IP switches 
can be accomplished with most standard web browsers. Once users log in and 
are authenticated (see page 52), the Web Browser Main Page comes up, with 
the Port Access page displayed:

Note: The screen depicts a Super Administrator’s page. Depending on a user’s 
type and permissions, not all of these elements appear.
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Page Components
The web page screen components are described in the table, below:

Manufacturing Number
The “MFG Number” (Manufacturing Number) is an internal serial number 
used by ATEN’s factory and technical support staff to identify products. This 
number does not affect products’ warranty. If your product requires after-sales 
services, you may provide the MFG Number to ATEN’s sales or technical 
support staff to identify the product and model number.

No. Item Description
1 Tab Bar The tab bar contains the KVM over IP switch’s main 

operation categories. The items that appear in the 
tab bar are determined by the user’s type, and the 
authorization options that were selected when the 
user’s account was created.

2 Menu Bar The menu bar contains operational sub-categories 
that pertain to the item selected in the tab bar. The 
items that appear in the menu bar are determined by 
the user’s type, and the authorization options that 
were selected when the user’s account was created.

3 Sidebar The Sidebar provides a tree view listing of ports that 
relate to the various tab bar and menu bar selections. 
Clicking a node in the Sidebar brings up a page with 
the details that are relevant to it.
There is a Filter button at the bottom of the Sidebar 
that lets you expand or narrow the scope of the ports 
that appear in the tree. The Filter function is 
discussed in detail on page 115

4 About About provides information regarding the switch’s 
current firmware version.

5 Logout Click this button to log out of your KVM over IP switch 
session.

6 Welcome Message If this function is enabled (see Welcome Message*, 
page 131), a welcome message displays here.

7 Interactive Display Panel This is your main work area. The screens that appear 
reflect your menu choices and Sidebar node 
selection.
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The Tab Bar
The number and type of icons that appear on the Tab Bar at the top of the page 
are determined by the user’s type (Super Administrator, Administrator, User) 
and the permissions assigned when the user’s account was created. The 
functions associated with each of the icons are explained in the table below:

There are two small icons at the extreme right of the page. Their functions are 
described in the table, below:

Icon Function
Port Access: The Port Access page is used to access and control the 
devices on the KVM over IP switch installation. This page is available 
to all users.

User Management: The User Management page is used to create 
and manage Users and Groups. It can also be used to assign devices 
to them. User Management is discussed on page 149. This tab is 
available to the Super Administrator, as well as administrators and 
users who have been given User Management permission. The tab 
doesn’t appear for other administrators and users.
Device Management: The Device Management page is used to 
configure and control the overall operation of the KVM over IP switch. 
This page is available to the Super Administrator, as well as 
administrators and users who have been given Device Management 
permission. The tab doesn’t appear for other administrators and users.
Log: The Log page displays the contents of the log file. The Log page 
is discussed on page 205.

Maintenance: The Maintenance page is used to install new firmware; 
backup and restore configuration and account information; ping 
network devices; and restore default values. The Maintenance page is 
discussed on page 211. This page is available to the Super 
Administrator (and Administrators and Users with Maintenance 
permission). The icon doesn’t display on the page of ordinary 
administrators and users.
Download: Users can click this icon to download AP versions of the 
Windows Client; the Java Client; and the Log Server. This page is 
available to all users. The programs that can be downloaded depend 
on the user’s permissions.

Icon Function

Click this icon to brings up a panel with information about the KVM 
over IP switch firmware version.

Click this icon to log out and end your KVM over IP switch session.
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The AP GUI Main Page

With WinClient AP, and Java Client AP access, once users log in (see Logging 
In, page 51), the GUI Main Page comes up:

The GUI Main Page is similar to that of the Web Browser. The differences 
between them are as follows:

1. The AP GUI version doesn’t have a menu bar below the tab bar; it has a 
series of tabs like a notebook, instead. Like the Web Browser interface, 
however, the makeup of the tabbed notebook changes depending on the 
items selected on the main Tab Bar and in the Sidebar.

2. In addition to Filter, there are also buttons for Scan and Array Mode at the 
bottom of the Sidebar. These functions are discussed in Chapter 6, Port 
Access.

3. There is a hidden Control Panel at the upper or lower center of the screen 
that becomes visible when you mouse over it. The default is at the upper 
center of the screen.

4. There is an additional icon at the top right-hand corner of the page: . 
Click this icon to close the GUI Main Page and go to the display of the last 
selected port.
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5. The GUI can be navigated via the keyboard as shown in the table, below:

Keys Action

Ctrl + P Opens the Port Access page.

Ctrl + U Opens the User Management page.

Ctrl + D Opens the Device Management page.

Ctrl + L Opens the Log page.

Ctrl + M Opens the Maintenance page.

Ctrl + A Opens the Download page.

F1 To see About information.

F2 To edit the port name of the selected port.

F4 Selects the Sidebar (left) panel.

F5 Selects the main (right) panel.

F7 Closes the GUI.

F8 To log out.
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The Local Console GUI Main Page

The Local Console GUI Main Page is similar to the Java and Windows AP GUI 
Main Page:

The major difference is that the Local Console Main Page doesn’t have a tab 
for Download.

In addition, there are two small icons at the bottom right – as described in the 
following table.

Icon Function

Speaker. Allows sound output from the servers connected to the 
switch’s ports to be heard on the speakers connected to the Local 
Console. Click the icon to toggle speaker support On and Off. When 
Off, a red X displays across the icon.

Microphone. Allows microphone input from the Local Console to be 
sent to the servers connected to the switch’s ports. Click the icon to 
toggle microphone support On and Off. When Off, a red X displays 
across the icon.
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The Control Panel

WinClient Control Panel
Since the WinClient Control Panel (for the ActiveX Web Viewer and 
WinClient AP) contains the most complete functionality, this section describes 
the WinClient Control Panel. Although the Java Control Panel (for the Web 
Viewer and Java Client AP) does not enable all of the features that this one 
does, the functions that they do share are the same, and you can refer to the 
information described here when using it.

The Control Panel is hidden at the upper or lower center of the screen (the 
default is at the upper center), and becomes visible when you mouse over it.

The panel is consisted of two rows.

Note: The above image shows the complete Control Panel. The icons that 
appear can be user selected. See Control Panel Configuration, 
page 100, for details.

 The second row shows the video resolution of the remote display, the bus 
the user is on, and an information button where you can click it for a 
menu-style version of the control panel toolbar (see below).

Note: 1. The bus and user information in the center of the row only 
displays if it has been enabled. See Bus Info, page 101 for details.

2. See Multiuser Operation, page 235 for further information 
regarding the KVM over IP switch’s bus assignments.
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 Right click anywhere on the control panel will also bring up the menu-
style version of the control panel toolbar. These functions are discussed in 
the sections that follow.

 To move the Control Panel to a different location on the screen, click and 
hold your mouse pointer on the second row, then drag the Control Panel to 
a desired location.
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WinClient Control Panel Functions

The Control Panel functions are described in the table below.

Icon Function

This is a toggle. Click to make the Control Panel persistent – i.e., it 
always displays on top of other screen elements. Click again to have 
it display normally.

Click to bring up the Video Options dialog box. (see Video Settings, 
page 80, for details).

Click to perform a video autosync operation. It is the same as clicking 
the Auto Sync button in the Video Options dialog box (see Video 
Settings, page 80).

Toggles the display between Full Screen Mode and Windowed Mode.

Click to take a snapshot (screen capture) of the remote display. 
See Snapshot, page 101, for details on configuring the Snapshot 
parameters.

Click to toggle the remote display between color and grayscale 
views.

Click to zoom the remote display window.
Note: This feature is only available in windowed mode (Full Screen 
Mode is off). See Zoom, page 93 for details.

Under an accessed port, click to invoke Panel Array Mode (see Panel 
Array Mode, page 233).

The KVM over IP switch automatically switches among the ports that 
were selected for Auto Scanning with the Filter function (see Filter, 
page 115). This allows you to monitor their activity without having to 
switch among them manually.

Click to select the port you wish to connect to.

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to bring up the on-screen keyboard (see The On-Screen 
Keyboard, page 94).

Click to select the mouse pointer type.
Note: This icon changes depending on which mouse pointer type is 
selected (see Mouse Pointer Type, page 96).
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Click to toggle Automatic or Manual mouse sync.

 When the selection is Automatic, a green √ appears on the icon.

 When the selection is Manual, a red X appears on the icon.
See Mouse DynaSync Mode, page 98 for a complete explanation of 
this feature.

Click to bring up the Macros dialog box (see page 71 for details).

Click to display a dropdown list of User macros in order to access 
and run macros more conveniently than using the Macros dialog box 
(see the Macros icon in the table above, and the Macros section on 
page 71).

Click to bring up the Message Board (see The Message Board, 
page 86).

Click to bring up the Virtual Media dialog box. The icon changes 
depending on the status of the virtual media function. See Virtual 
Media, page 88, for specific details.
Note: This icon displays in gray when the function is disabled or not 
available.

The Extended Displays icon allows you to select monitors to view in 
an extended display setup (see page 97). See Multiple View, 
page 145 for a complete explanation of how to set this feature up. 

Click to toggle sound from the remote server to be heard on the client 
computer’s speakers on or off. The “prohibited” symbol (a red circle 
with a diagonal bar) displays on the icon when the speaker is toggled 
Off.

Under an accessed port, click to recall the GUI.

Click to bring up the Control Panel Configuration dialog box. 
See Control Panel Configuration, page 100, for details on configuring 
the Control Panel.

These icons show the Num Lock, Caps Lock, and Scroll Lock status 
of the remote computer.

 When the lock state is On, the LED is bright green and the lock 
hasp is closed.

 When the lock state is Off, the LED is dull green and the lock hasp 
is open.

Click on the icon to toggle the status.
Note: These icons and your local keyboard icons are in sync. 
Clicking an icon causes the corresponding LED on your keyboard to 
change accordingly. Likewise, pressing a Lock key on your keyboard 
causes the icon’s color to change accordingly.
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Macros
The Macros icon provides access to three functions found in the 
Macros dialog box: Hotkeys, User Macros, and System Macros. Each 

of these functions is described in the following sections.

Hotkeys
Various actions related to manipulating the remote server can be accomplished 
with hotkeys. The Hotkey Setup utility (accessed by clicking this icon), lets you 
configure which hotkeys perform the actions.

The hotkeys that invoke an action are shown to the right of its name. Use the 
checkbox to the left of an action’s name to enable or disable its hotkey.

To change the hotkey for an action, do the following:

1. Highlight the Name, then click Set Hotkey.

2. Press your selected Function keys (one at a time). The key names appear in 
the Hotkeys field as you press them.
 You can use the same function keys for more than one action, as long 

as the key sequence is not the same.
 To cancel setting a hotkey value, click Cancel; to clear an action’s 

Hotkeys field, click Clear.

3. When you have finished keying in your sequence, click Save.

To reset all the hotkeys to their default values, click Reset.
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An explanation of the Hotkey actions is given in the table below:

Action Explanation
Exit Remote 
Location

Breaks the connection to the KVM over IP switch and returns you 
to local client computer operation. This is equivalent to clicking 
the Exit icon on the Control Panel. The default keys are F2, F3, 
F4.

Adjust Video Brings up the Video Settings dialog box. This is equivalent to 
clicking the Video Settings icon on the Control Panel. The default 
keys are F5, F6, F7.

Toggle Control 
Panel

Toggles the Control Panel Off and On. The default keys are F3, 
F4, F5.

Toggle Mouse 
Display

If you find the display of the two mouse pointers (local and 
remote) to be confusing or annoying, you can use this function to 
shrink the non-functioning pointer down to a barely noticeable tiny 
circle, which can be ignored. Since this function is a toggle, use 
the hotkeys again to bring the mouse display back to its original 
configuration. This is equivalent to selecting the Dot pointer type 
from the Mouse Pointer icon on the Control Panel. The default 
keys are F7, F8, F9.
Note: The Java Control Panel does not have this feature.

Adjust Mouse This synchronizes the local and remote mouse movements. The 
default keys are F8,F7,F6.

Video Auto Sync This combination performs an auto-sync operation. It is 
equivalent to clicking the Video Auto Sync icon on the Control 
Panel. The default keys are F6,F7,F8.

Show/Hide Local 
Cursor

Toggles off and on: hides local cursor and locks the mouse 
pointer and keyboard use within the Windows/Java Client AP 
window, plus hides the control panel. This is equivalent to 
selecting the Single pointer type from the Mouse Pointer icon on 
the Control Panel. The default keys are F4,F5.

Substitute Ctrl Key If your local client computer captures Ctrl key combinations, 
preventing them from being sent to the remote server, you can 
implement their effects on the remote server by specifying a 
function key to substitute for the Ctrl key. If you substitute the F11 
key, for example, pressing [F11 + 5] would appear to the remote 
server as [Ctrl + 5]. The default key is F11.

Substitute Alt Key Although all other keyboard input is captured and sent to the KVM 
over IP switch, [Alt + Tab] and [Ctrl + Alt + Del] work on your local 
client computer. In order to implement their effects on the remote 
server, another key may be substituted for the Alt key. If you 
substitute the F12 key, for example, you would use [F12 + Tab] 
and [Ctrl + F12 + Del]. The default key is F12.
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User Macros
User Macros are created to perform specific actions on the remote server. To 
create the macro, do the following:

1. Select User Macros, then click Add.

2. In the dialog box that comes up, replace the “New Macro” text with a 
name of your choice for the macro:
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3. Click Record.
The dialog box disappears, and a small panel appears at the top left of the 
screen:

4. Press the keys for the macro.
 To pause macro recording, click Pause. To resume, click Record.
 Clicking Show brings up a dialog box that lists each keystroke that you 

make, together with the amount of time each one takes:

 Clicking Cancel cancels all keystrokes.
 When you have finished, click Record. (This is the equivalent of 

clicking Done in Step 5.)
 When recording the macro the focus must be on the remote 

screen. It cannot be in the macro dialog box.

Note: 1. Case is not considered – typing A or a has the same effect.

2. Only the default keyboard characters may be used. Alternate 
characters cannot be used. For example, if the keyboard is 
Traditional Chinese and default character is A the alternate 
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Chinese character obtained via keyboard switching is not 
recorded.

5. If you haven’t brought up the Show dialog, click Done when you have 
finished recording your macro. You return to the Macros dialog box with 
your system macro key presses displayed in the Macro column:

6. If you want to change any of the keystrokes, select the macro and click 
Edit. This brings up a dialog box similar to the one for Show. You can 
change the content of your keystrokes, change their order, etc.

7. Repeat the procedure for any other macros you wish to create.
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After creating your macros, you can run them in any of three ways:

1. By using the hotkey (if one was assigned).

2. By opening the Macro List on the Control Panel and clicking the one you 
want (see page 70).

3. By opening this (Macros) dialog box 
and clicking Play.

If you run the macro from this dialog box, 
you have the option of specifying how the 
macro runs.
 If you choose Play Without Wait, the macro runs the key presses one after 

another with no time delay between them.
 If you choose Play With Time Control, the macro waits for the amount of 

time between key presses that you took when you created it. Click on the 
arrow next to Play to make your choice.

 If you click Play without opening the list, the macro runs with the default 
choice (NoWait or TimeCtrl), which is shown in the Playback column.

You can change the default choice by clicking on the current choice 
(NoWait in the screenshot above), and selecting the alternate choice.
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Note: 1. Information about the Search function is given on page 77.

2. User Macros are stored on the Local Client computer of each user. 
Therefore, there is no limitation on the of number of macros, the size 
of the macro names, or makeup of the hotkey combinations that 
invoke them

 Search
Search, at the bottom of the dialog box, lets you filter the list of macros that 
appear in the large upper panel for you to play or edit. Click a radio button to 
choose whether you want to search by name or by key; key in a string for the 
search; then click Search. All instances that match your search string appear in 
the upper panel.

System Macros
System Macros are used to create exit macros for when you close a session. For 
example, as an added measure of security, you could create a macro that sends 
the Winkey-L combination which would cause the remote server’s login page 
to come up the next time the device was accessed. To create the macro, do the 
following:

1. Select System Macros, then click Add.

2. In the dialog box that comes up, replace the “New Macro” text with a 
name of your choice for the macro:



KVM over IP User Manual

78

3. Click Record.
The dialog box disappears, and a small panel appears at the top left of the 
screen:

4. Press the keys for the macro.
 To pause macro recording, click Pause. To resume, click Pause again.
 Clicking Show brings up a dialog box that lists each keystroke that you 

make, together with the amount of time each one takes (see page 78).
 When recording the macro the focus must be on the remote screen. It 

cannot be in the macro dialog box.

Note: 1. Case is not considered – typing A or a has the same effect.

2. Only the default keyboard characters may be used. Alternate 
characters cannot be used. For example, if the keyboard is 
Traditional Chinese and default character is A the alternate 
Chinese character obtained via keyboard switching is not 
recorded.
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5. If you haven’t brought up the Show dialog, click Done when you have 
finished recording your macro. You return to the Macros dialog box with 
your system macro key presses displayed in the Macro column:

6. If you want to change any of the keystrokes, select the macro and click 
Edit. This brings up a dialog box similar to the one for Show. You can 
change the content of your keystrokes, change their order, etc.

7. Repeat the procedure for any other macros you wish to create.

Once the system macros have been created, they are available for use on a 
port-by-port basis. They get selected on a port’s Port Configuration → Port 
Properties page (see Port Level, page 142 for details).

Note: 1. Information about the Search function is given on page 77.

2. You can choose only one system macro per port.

3. Systems macros are stored on the switch, therefore macro names may 
not exceed 64 bytes; hotkey combinations may not exceed 256 bytes. 
(Each key usually takes 3–5 bytes.)
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Video Settings
Clicking the Hammer icon on the Control Panel brings up the Basic 
Video Settings dialog box with basic settings. The options in the basic 

dialog box allow you to adjust the Screen Position, set Auto Sync, and slide the 
Performance bar setting. Selecting the Advanced button opens the Advanced 
Video Settings dialog box, providing more detailed options including RGB, 
Gamma, Video Quality, Enable Refresh, Transparency and Color Depth 
Control, as shown below:

Basic Video Settings
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Advanced Video Settings

The meanings of the video adjustment options are given in the table below:

Options Usage

Screen Position Adjust the horizontal and vertical position of the remote server 
window by Clicking the Arrow buttons.

Auto Sync Click Auto Sync to have the vertical and horizontal offset values of 
the remote screen detected and automatically synchronized with the 
local screen.
Note: 1. If the local and remote mouse pointers are out of sync, in 

most cases, performing this function will bring them back 
into sync.

2. This function works best with a bright screen.
3. If you are not satisfied with the results, use the Screen 

Position arrows to position the remote display manually.
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RGB Drag the slider bars to adjust the RGB (Red, Green, Blue) values. 
When a RGB value is increased, the RGB component of the image is 
correspondingly increased.
If you enable Set to Grayscale, the remote video display is changed 
to grayscale.
Clicking the Reset button brings the RGB settings back their default 
values.

Gamma This section allows you to adjust the video display's gamma level. 
This function is discussed in detail in the next section, Gamma 
Adjustment.

Performance Use the slide bar to select the type of Internet connection that the 
local client computer uses. The switch will use that selection to 
automatically adjust the Video Quality settings to optimize the quality 
of the video display.
Since network conditions vary, if none of the preset choices seem to 
work well, you can select Advanced and use the Video Quality slide 
bar to adjust the settings to suit your conditions.

Enhanced Text 
Mode

Check this to solve video display problems related to video screen 
resolution that affect some interface systems (e.g., Sun Blade 1000 
and other servers). This setting can improve the image color on some 
displays. 
Default YUV: 4:1:1
Enhanced Text Mode YUV: 4:4:4

Video Quality Drag the slider bar to adjust the overall Video Quality. The larger the 
value, the clearer the picture and the more video data goes through 
the network. Depending on the network bandwidth, a high value may 
adversely effect response time.

Enable Refresh The KVM over IP switch can redraw the screen every 1 to 99 
seconds, eliminating unwanted artifacts from the screen. Select 
Enable Refresh and enter a number from 1 through 99. The KVM 
over IP switch will redraw the screen at the interval you specify. This 
feature is disabled by default. Click to put a check mark in the box 
next to Enable Refresh to enable this feature.
Note: 1. The switch starts counting the time interval when mouse 

movement stops.
2. Enabling this feature increases the volume of video data 

transmitted over the network. The lower the number 
specified, the more often the video data is transmitted. 
Setting too low a value may adversely affect overall 
operating responsiveness.

Transparency Adjusts the transparency of the toolbar that comes up when the GUI 
hotkey ([Scroll Lock][Scroll Lock], for example), is invoked. Slide the 
bar until the display in the example window is to your liking.

Options Usage
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Bandwidth Considerations
Adjusting various video settings allow you to achieve a very low transmission 
of data across a network. To do so, use the following settings:

1. In Video Settings, set Performance: to 100M Ethernet or lower, and 
uncheck Enhanced Text Mode.

2. Under the Maintenance tab, select Terminal. Type setmaxframerate 30 0 
and press [Enter].

Note: The settings above provide the lowest video performance for KVM 
access. With performance and enhancements limited, Motion JPEG 
video compression is disabled, greatly reducing network bandwidth for 
video transmissions.

Color Depth 
Control

This setting determines the richness of the video display by adjusting 
the amount of color information.

Preset / 
Custom

Using the Preset and Custom buttons allow you to set and save 
custom video settings, and revert back to default video settings.

Options Usage
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Network Bandwidth Information for KVM Sessions

For network bandwidth management, under ideal circumstances, a KVM 
session of a full-screen video display at 1920x1080 @60Hz will take up 
approximately 64Mbps.

However, since the network environment of each station/session varies, the 
aforementioned information proposes what is ideal but does not warrant the 
smoothness/quality for each session.




